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Editors

Dr Cathy Fowley’s doctoral research explored new theoretical frameworks
to study the relationship between authors, readers and technology in young
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uses of the internet. She lectures in French through technology in the School
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studies, media and society, uses of online social media, gender, citizenship and
deliberative democracy.

Dr Sylvie Thouésny holds a PhD in second language acquisition from Dublin
City University, Ireland. Her current research focuses on language learner
modelling to assist second language teachers in the provision of strategic
and effective corrective feedback adapted to each individual. This field of
research mainly draws on disciplines such as applied linguistics, natural
language processing, human-computer interaction, intelligent computer-
assisted language learning, and dynamic assessment. Her publications can
be consulted on her website (http://icall-research.net/). Additionally, she
is a Computational Linguistics Consultant for Appen Butler Hill, currently
working on speech recognition projects. Furthermore, she is the founder and
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Michael Hynes is a doctoral candidate in the School of Political Science and
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Technology from the National University of Ireland Galway and a first class
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funding agencies including science, humanities and social science. He has also
received funding support from companies, with a view to co-funding mutually
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honours degree in English and a first class honours degree in Philosophy from the
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of shaping and negotiating of diasporic identities of Romanians in Ireland in
online space. She has a keen interest in research activities and has been so far
extensively involved in various international academic research projects, such
as EU-EIGE project on Women and the Media in European Union (2013) and
MEDIVA (FP7 project between 2011-2012) project on strengthening the media’s
capacity to reflect diversity and thus foster a better understanding of immigrant
integration processes. Her research interests include the following topics:
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youth, and social media.

Dr Ann Marcus-Quinn works at the University of Limerick and was the Open
Educational Resources advocate with the National Digital Learning Repository
(NDLR) from 2006 until 2012, at the Centre for Teaching and Learning,
University of Limerick. Her research interests include Open Educational
Resources (OERs), usability, instructional design and the use of information and
communication technology at post-primary level.

Dr Oliver McGarr is a Senior Lecturer in the Department of Education and
Professional Studies at the University of Limerick. He contributes to the
undergraduate and postgraduate initial teacher education programmes as well as
the continuing professional development programmes run by the department. His
research interests include the pedagogical use of information and communication
technology (ICT), the adoption of ICT in post-primary schools and initial and
continuing teacher education.

Angela Nagle is a PhD candidate at Dublin City University and an Irish
Research Council postgraduate scholar. She has been published in a variety
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as well as, more broadly, culture and politics. Her research is focused on
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Mark O’Toole is an Information Systems Project Manager for Kilkenny
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Systems for which his thesis examined the potential applications of social
media technologies to organisational knowledge management. Mark also holds
an MBA from Dublin City University. Since 2008 Mark has been an advocate
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Foreword

Created by humans, for humans, the Internet resides intimately with us — and
before long, perhaps, within us. From 2000 to 2012 the number of Internet users
rose from less than 0.4 billion to 2.4 billion (about one-third of the world’s
population)'. This continues to rise; predicted estimates of the number of Internet
users in 2020 range from 4 to 5 billion®. The Internet is becoming increasingly
wireless, mobile and geographically dispersed. We are also moving closer to an
Internet of Things® as opposed to simply computers, as objects from appliances
to buildings to roads are equipped with digital sensors and communicative
capabilities.

Many metaphors have been used to describe the Internet, its growth, and its role
in our lives: the Internet as a network, an organism, a non-hierarchical space, the
ultimate panopticon. Both utopian and dystopian views of the Internet abound in
the popular press, on topics such as social networking among young people, the
future of privacy, the future of reading, online education, teleworking and more.

Scholarly, evidence-based Internet research is of critical importance. The field
of Internet research explores the Internet as a social, political and educational
phenomenon, providing theoretical and practical contributions to our
understanding, and informing practice, policy and further research.

This new collection, Internet Research, Perspectives from Ireland, is a unique
and welcome work. The editors have compiled a diverse range of new scholarly,
peer-reviewed research, spanning the fields of education, arts, the social sciences
and technology. The authors provide academic perspectives, both theoretical
and practical, on the Internet and citizenship, education, employment, gender,
identity, friendship, language, poetry, literature and more. The collection
comprises a rich resource for researchers and practitioners alike.

1 International Telecommunications Union (2013) http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx; Internet World Stats
(2013) http://www.internetworldstats.com/stats.htm

2 Microsoft (2013) http://blogs.technet.com/b/trustworthycomputing/archive/2013/02/06/linking-cybersecurity-policy-and-performance-
microsoft-releases-special-edition-security-intelligence-report.aspx; Intac (2010) http://www.intac.net/the-internet-in-2020,

3 Ashton, K. (2009). That ‘Internet of Things’ Thing. RFID Journal http://www.itrco.jp/libraries/RFIDjournal-That%20Internet%2
0f%20Things%20Thing.pdf
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Foreword

The locus and focus of the collection is Ireland — in this the collection is
unique. All of the authors are based in Ireland. They are self-described Digital
Humanities scholars, as well as researchers in literature, languages, psychology,
philosophy, sociology, political science, information technology and media
studies. They explore the global in a local context. Thus the collection provides
a vital resource for researchers in Ireland, hoping to learn from and build on
country-specific Internet research, as well as an important node in the global
network of Internet research.

I applaud the researchers and editors for publishing this work, and more so for
publishing it openly. Enabling open access to this research will only increase its
value, now and for years to come.

Catherine Cronin

Lecturer and Academic Coordinator
Department of Information Technology
National University of Ireland, Galway
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Introduction on Internet Research, Theory,
and Practice: Perspectives from Ireland

Cathy Fowley', Claire English?, and Sylvie Thouésny?

1. Project context

In 2007 and 2008 we started our doctoral research, each with a specific topic,
but all related to technology and the internet — in the fields of education,
communications, and humanities. For two of us, the locus was twofold: we
were researching particular spaces on the internet, linked to the everyday
life of young people in Ireland. This geographical anchoring proved to be
problematic: nowhere could we easily identify internet research from Ireland.
We knew some scholars who were indeed researching areas related to the
internet, but an overview was impossible to find. At the same time, another
member of our group became involved in open access publishing.

Open access to research literature may simply be described as the practice of
making scholarly materials or peer-reviewed articles available via the internet
to anybody, anywhere. More specifically, it allows the democratisation of
research and the distribution of knowledge to those who are not affiliated
to universities or institutions, without any monetary barriers to overcome.
The benefits of open access are invaluable not only for the readers but also
for the writers. While the former may freely access the material to further
explore the domain, facilitate collaboration, or merely broaden the extent of
their knowledge, the latter, i.e., the authors of articles published under an open
access model, will have the opportunity of reaching a larger population of

1. Dublin City University, Dublin, Ireland; cathy.fowley@dcu.ie

2. Dublin City University, Dublin, Ireland; claire.english3@mail.dcu.ie

3. Dublin, Ireland; sylvie.thouesny@icall-research.net
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Chapter 1

potential readers, as well as increasing international recognition and visibility
with respect to citations (Bernius, Hanauske, Dugall, & Konig, 2013).

This project started in January 2012 with a call for papers issued to all Irish third-
level institutions. The sheer number of submissions received showed that there
was indeed a thriving internet research community, albeit scattered and often
unaware that others were also researching digital issues. The final collection is
a snapshot of internet research on the island of Ireland and by publishing this
collection of papers under the golden road approach — all texts going through
a quality assurance process (blind-peer review) and being openly accessible
online on the publisher’s website —, our aim is to contribute to and freely diffuse
internet research from Ireland to the world wide web.

2. What is internet research?

In September 2000, the newly-formed Association of Internet Researchers
(AoIR) held its first international conference, entitled “the State of the
Interdiscipline”, highlighting a new locus of research, and a “focus on the
Internet as a distinct interdisciplinary field for research” (http://aoir.org/
conferences/past/ir-1-2000/). Internet research was gradually established as
a discipline, whose focus and/or locus is the internet (Rall, 2007). Within a
decade, the internet became part of everyday life, and barriers between the
“virtual” and the “real” were slowly eroded, leading to a seamless experience
for most young people in Western societies of the 21st century. At the same time,
the internet as a locus of research found its way in many traditional disciplines;
however, internet research throws a different light on methodologies, and
research strategies are not always easily transferred (Markham & Baym,
2009). The first section of this publication in particular highlights some of the
issues which focus the attention of humanities researchers online, from textual
practices to the ethics of research on the internet, and following chapters
consider the specificities of the internet with regards to societal or educational
practices. In each case, the researchers or practitioners are keenly aware of
methodological and ethical issues inherent to internet research. They also all
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have in common their relationship to a specific geographical space, whether
they are based in Ireland and research universal issues, or research specifically
Irish issues.

Although the internet has been heralded — and indeed also criticised — for
creating new types of communities (Baym, 2010; Rheingold, 2000), it has
also been proven to consolidate links within physical communities (Wellman,
Quan-Haase, Boase, & Chen, 2003). In the words of Haythornwaite and Kendall
(2010), “early on, the question was whether community could exist online; now
the question may be whether it can exist without online” (p. 1086). Thus, the
increasing seamlessness of online and offline life, and the strength of physical as
well as virtual communities led us to this volume, where physical geography and
local issues meet internet research in the humanities and social sciences.

3. Humanities and social sciences,
and interdisciplinary research

In internet research more than anywhere else, humanities and social sciences
meet and meld to help investigate areas related to art, writing, and society.
From its inception, the field has reflected the interdisciplinarity of its nature,
and this volume illustrates this in its four separate sections. The first section
entitled “Research and reflections on ethics and digital culture” is thus
mostly concerned with theoretical issues, ethics and digital texts. The second
section “Research and reflections on societal practices” observes how people
behave and integrate new concepts and online technologies into their social
practices, asking questions about gender, citizenship, friendship, work and
privacy within daily life in Ireland. The third section labelled “Research
and reflections on educational practices” focuses on learning and teaching
methods in second and third level environments — from the presence of digital
divide in secondary schools to the use of internet-based tools and platforms
for language learning. In the final section named “Research and reflection
on Irish resources”, each chapter describes and analyses a specific digital
resource within an Irish context.
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3.1. Section 1 — Research and reflections
on ethics and digital culture

Section 1 presents chapters dedicated to theoretical thinking and reflections
linked to the emergence of humanities disciplines on the internet. One of the
crucial issues to have arisen is that of which ethical guidelines and thinking to
apply in a field which belongs both to humanities and social sciences traditions.
Heike Felzmann outlines the main ethical concerns which have arisen in internet
research, from the specific relationship between researchers, participants and the
technology to expectations and requirements of privacy, and from confidentiality
and anonymity issues to the assessment of vulnerability online. She then situates
these concerns in an Irish context, reviewing existing Irish research ethics
documents. Cathy Fowley’s chapter echoes these concerns and issues, whilst
relating them to an ethnographic study of young Irish bloggers. She outlines
the issues as well as the approaches and ethical solutions which can be found
within the qualitative research tradition, examining in detail issues of privacy
management amongst the participants in her study. While the first two chapters
deal with aspects of ethics in internet research, the following three chapters
are all concerned with textual aspects of humanities and the internet. Jeneen
Naji’s chapter examines poetry in the digital medium, and she uses theories of
translation in order to analyse the impact of the move from analogue to digital,
as well as the impact of interactivity on the traditional characteristics of poetry.
Nina Shiel’s chapter is also concerned with digital texts, and introduces the
concept of ekphrasis to computer-generated graphics and their representation,
with examples from social media, interactive fiction and electronic literature.
Noel Fitzpatrick, for his part, is concerned with issues of digital reading, which
he compares to prelectio, a pre-reading of texts for salient information. The
concept of pharmakon is thus offered as a means of revisiting the technology of
writing and positing a positive pharmacology.

3.2 Section 2 — Research and reflectionson societal practices

Through the means of semi-structured focus group discussions, Jennifer
Patterson, in chapter 7, opens the section on societal aspects and explores
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male adolescents’ thoughts and opinions on the viewing of violent content
in either fantasy worlds or real life. After reflecting on the meaning of the
word violence, she examines whether violent media play a role in gender
representation, and more specifically, whether violence can function as
a model to affirming one’s masculinity. Claire English, in the following
chapter, presents findings from a qualitative study which analyses adults’ use
of online social media in discursive practices of citizenship. She investigates
participants’ attitudes towards posting and discussion, and explores whether
online social media sites may act as online public spheres and create a space
for rational debate. In a similar vein, Angela Nagle investigates public
spheres and the online arena of political debate. Her focus, however, is
placed on women’s experience of online life, misogyny, and verbal abuse.
Accompanied with shocking examples, she illustrates the situation of some
female journalists and internet users and argues that, although a few women
have started challenging the optimistic expectations of the cyberfeminists of
the 90s, there is still a need for such a discourse. Anne Rice, on the other hand,
claims that online, nowadays, we are all friends. She considers the outcomes of
online friendship for young people with respect to social capital, i.e., resources
individuals gather through their relationships. Discussing the benefits of friend
bonding and friend linking, she illustrates how the traditional concept of youth
friendship is evolving. Gloria Macri, in chapter 11, further discusses spaces
for debate and bonding. She presents a case study of an online ethnography
examining the development of an online Romanian community in Ireland. She
investigates whether the online community represents the online dimension of
the Romanian diaspora in Ireland, or whether it represents a community in its
own right. In another area of research, Michael Hynes discusses and examines
the environmental impact of one’s carbon footprint when deciding to telework
in Ireland. Gathering evidence from a multinational company, he analyses
participants’ self-reflection and self-assessment to estimate the environmental
impact of teleworkers and argues for a need to develop enriched indicators.
The final chapter in this section is a reflection on dataveillance, i.e., the subtle
and pervasive surveillance of people through the application of information
technology. Investigating citizens’ awareness of these practices, Kenny Doyle
discusses privacy and surveillance, and identifies the participants’ positions.
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3.3. Section 3 — Research and reflections
on educational practices

Ann Marcus-Quinn and Oliver McGarr, in chapter 14, start the third section
with a reflection on the use of technology and online resources in educational
settings. They design and develop open educational resources for the teaching
of poetry at post-primary and secondary levels to capture collaborative designs
and development processes. Raising the problematics of the digital divide,
they demonstrate that access to technology in Irish schools is not always
an issue per se. Rather, the challenge for these schools is how to embrace
technology and make use of the resources available. While the previous chapter
focuses on the teachers’ use of technology, Marie-Thérése Batardiére’s study
investigates, from the students’ point of view, the use of technology, and more
specifically, the use of an online discussion forum during an intercultural
exchange. Drawing on both qualitative and quantitative data, the author
highlights the students’ adopted patterns of behaviour when completing tasks,
and explores the perceived benefits of an online discussion task with respect
to language acquisition. Continuing the discussion on the use of technology,
Catherine Jeanneau in chapter 16 questions whether the use of social media is
changing teaching and learning practices in third-level education and if Irish
students are ready to adopt these new tools. To address these questions, she
explores online practices of staff and students in a language learning context.
While her data reveals that students have no strong opposition to the use of
technology and social media in their learning environment, she demonstrates
that preconceptions, however, exist and continue to prevail. Sylvie Thouésny,
on the other hand, shows that although internet-based tools may be useful in
theory to help language learners complete their tasks, in practice, these tools’
functionalities are not systematically adopted by learners. More precisely,
she investigates, at university level, the students’ use of an internet-based
word processing tool while engaging in a written task, and observes how
they intervened and interacted with their teacher after being provided with
comments on their written performance. The concluding chapter in this section
outlines practical aspects of using internet resources in a foreign language
classroom. Following an action research methodology, Etdin Watson in
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chapter 18 discusses and documents activities and conclusions reached from
using the internet as a learning support in her language classes.

3.4. Section 4 — Research and reflection on Irish resources

The fourth and final section of this collection of papers focuses on Irish
resources. Sharon Webb, Aja Teehan, and John Keating, in chapter 19, begin with
a discussion on how digital tools may be used to create multiple representations
of a doctoral dissertation, and discuss one approach to present interactive
“born-digital” theses that move beyond static scholarly texts. Niall O’Leary,
in the following chapter, provides an insight into the wide-ranging scope of the
“Digital Humanities Observatory: Discovery” application, an online gateway to
Irish digital collections and resources. He details the challenges encountered in
building the infrastructure of the system and explains how the application can
offer researchers new ways of visualising data from humanities content. Sonia
Howell, in chapter 21, offers a practical and critical account of “The Bibliography
of Irish Literary Criticism”, a bibliographical database developed by humanities
and information and communication technology researchers. More specifically,
she investigates the content of the database as well as the searches it permits,
and argues that paying attention to issues with respect to dissemination and
sustainability is essential to ensure the ongoing viability of the digital database.
Vanessa Liston, Clodagh Harris, Mark O’Toole, and Margaret Liston, in the
final chapter of this section, show how political knowledge resources can be
drawn from citizens’ everyday communications. They present the SOWIT
project, an e-supported deliberation process, which aims to not only improve
political communications, deliberations, and active reflections between citizens
and public representatives, but also provide them with new digital political
artefacts and objective data.

4, Conclusion

The articles presented in this edited book illustrate the broad diversity of
internet-based studies in an Irish context, as well as the interdisciplinarity
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which distinguishes much of its outputs. From digital humanities in the strictest
sense — through the creation and use of digital objects and resources to a close
examination of digital texts, from ethical issues to societal issues — through the
lenses of gender or nationality, from empirical research to practitioners reports,
the chapters are a snapshot of internet research in Ireland. Our contributors come
from many third-level institutions on the island — universities as well as institutes
of technology, east and west, north and south —, thus illustrating a geographical
space linked to digital spaces. It is our hope that this open access publication will
enable students, researchers and practitioners to gain a broader understanding of
these areas of research in Ireland, and will foster communication and cooperation
among internet researchers.
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Ethical Issues in Internet Research:
International Good Practice and
Irish Research Ethics Documents

Heike Felzmann'

Abstract

his chapter discusses the main research ethical concerns that arise
Tin internet research and reviews existing research ethical guidance
in the Irish context in relation to its application to internet research.
The chapter begins with a brief outline of high profile cases in the early
history of the internet that highlighted specific emerging ethical concerns
regarding the new medium and the first development of ethical guidance
in this context. Important research ethical concerns in internet research are
then presented. These include: (i) understanding the specific relationship
between researchers, participants and the online materials, and the ethical
significance of contributors’ potential lack of awareness of research
conducted on their online interactions, (ii) clarifying privacy expectations
and ethical requirements regarding the access to and use of online materials,
(iii) implementing ethically appropriate consent processes in the online
medium, (iv) doing justice to confidentiality, anonymity and data protection
requirements and (v) clarifying vulnerability of participants, and potential
risks and benefits arising from research participation. In the final part of the
chapter existing Irish research ethical guidance documents are reviewed in

relation to the relevance of their guidance for the conduct of internet research.

Keywords: research ethics, internet research, privacy, informed consent,

confidentiality, vulnerability.
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Chapter 2

1. Introduction

Researchers conducting internet research frequently encounter challenges in
relation to research ethics review. Internet research can pose new challenges
in relation to the ethical conduct of research and research ethics committees
are frequently unsure how to adapt standard research ethical requirements to
the realm of internet research. As the other chapters in this volume have made
clear, internet research is an extremely wide field that allows for a huge variety
of approaches and research methodologies. Accordingly, an article on internet
research ethics has to be selective and will leave out many issues that might
be of interest to researchers using the internet as a medium or subject matter
for research.

An additional caveat regarding this paper is the fact that, at the time of writing,
only limited research ethical guidance is in place in Ireland, and none of the
guidance that exists directly addresses ethical issues in internet research.
Accordingly, the majority of the following discussion is based on international
discussions of ethical research in internet research. In the final part of the chapter
the existing Irish documentation will be examined in relation to its application to
some prominent issues in internet research.

2. The development
of internet research ethics

When use of the internet became more widespread in the 1990s, researchers’
attention began to be drawn to the research potential of this medium. This
included a wide range of research concerns, from an interest in understanding
the use of the medium and the new possibilities of online activities
and interaction that it created, to using it as a large and easily accessible
repository of quantitative and qualitative data, and also to its potential as
a novel medium for the recruitment of research participants and a medium
for the fast and low cost delivery of surveys and other research instruments.
At the same time, increasing attention was being paid to determining what
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constituted good ethical practice in social science research. Internet research
was one emerging area of research and the development of guidelines on
ethical issues in internet research soon followed.

Among the earliest concerns highlighted in the field was the issue of potential
harm that could arise in research on online interaction of internet-based
communities. In the early days of the internet, the potential real life impact
of virtual interactions was not always understood clearly. However, with
increasing experience of the new modes of interaction, evidence accumulated
that, despite their virtuality, online interactions had very real emotional
effects on participants. Several much-discussed popular magazine articles that
described the experience of harm resulting from internet interactions indicated
thatareassessment of the presumed harmlessness of ‘virtual’ internet interaction
was warranted. This in turn highlighted that internet research itself could not
be assumed to be entirely risk free. In her 1985 Ms. Magazine article The
strange case of the electronic lover, van Gelder (1985/1991) discussed a case
of assumed online identity, where a male psychiatrist posed as a disabled and
disfigured female “Joan” over a period of several years. In 1993 Dibbell wrote
a much discussed magazine article on 4 Rape in Cyberspace in the Village
Voice, describing the reverberations of an instance of ‘virtual rape’ in a virtual
context, LambdaMOO (Dibbell, 1993). Both of these articles made clear that
virtual events and interactions had the power of engendering very real and
intense emotional experiences and similar observations have continued with
the development of increasingly sophisticated modes of online interactions
which, if anything, further intensify the experience of reality and immersion in
those virtual contexts (Craft, 2007; Wolfendale, 2007).

Among the first attempts at providing guidance on internet research ethics
were the 1996 special issue of The Information Society (King, 1996), the 1999
American Association for the Advancement of Science (AAAS) workshop on
Ethical and Legal Aspects of Human Subjects Research on the Internet (Frankel &
Siang, 1999) and the 2002 guidelines by the Association of Internet Researchers
on Ethical decision-making and Internet research: recommendations from the
AolR ethics working committee (Ess & AolR, 2002). According to Frankel and
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Siang (1999), relevant ethical issues in internet research included “[t]he ability
of both researchers and their subjects to assume anonymous or pseudonymous
identities online, the complexities of obtaining consent, the often exaggerated
expectations, if not the illusion, of privacy in cyberspace, and the blurred
distinction between public and private domains” (pp. 1-2). The AAAS document
in particular proved influential in shaping what is considered good ethical
practice in internet research.

3. Core ethical concerns in internet research

The following section will provide a brief introduction to the main research ethical
concerns arising in common forms of internet research, with particular emphasis
on its potential impact on human participants. It is important to acknowledge the
significant methodological variety in internet research; the concerns discussed
here are necessarily selective. The underlying assumption of this chapter is
that the basic ethical concerns in internet research can be understood in terms
of general research ethical concepts used in social science research (see also
Elgesem, 2002). However, the various contexts of internet research raise some
specific issues that require the reconsideration and problematisation of standard
ethical practices; how much they stretch existing research ethical practices and
requirements is open to debate (Frankel & Siang, 1999; Pittenger, 2003).

3.1. The relationship between researchers,
participants and online materials

The internet allows researchers to reach large numbers of research participants
who may be widely dispersed geographically, and to do so at a much lower cost
than traditional research approaches (Frankel & Siang, 1999). This makes it a
potentially very attractive medium for the recruitment of participants. However,
much research conducted via the internet merely employs traditional research
methodologies in the online medium (Pittenger, 2003). This mainly requires
minor adaptations regarding recruitment and delivery to the characteristics of the
online medium. As long as researchers clearly present themselves as researchers
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and recruit participants transparently via non-intrusive channels, the ethical
challenges arising in such research are mostly comparable to those encountered
in traditional research mediums.

However, additional challenges arise when the relationship between researchers
and participants is not established clearly from the outset, or when it uses
channels that potential participants do not expect to be used for research. The
internet makes it significantly easier for researchers not to have to present
themselves as researchers in order to access interesting data . It facilitates easy
access to vast amounts of materials that the authors may never have envisaged as
permanently available, it allows researchers to view interaction without leaving
publically visibles trace of their presence, and it makes possible easy data mining
by researchers in contexts dedicated to purposes far from research.

As Eysenbach and Till (2001) highlight in relation to qualitative health research,
the role of researchers could range from (i) ‘passive analysis’, where researchers
analyse the textual materials on specific internet sites without actively intervening
in the context which they are analysing, (ii) ‘active analysis’, where researchers
intervene actively in a particular context to evoke relevant responses, but without
identifying themselves as researchers, and (iii) ‘forms of active recruitment’,
where researchers identify themselves as such and use the internet as a medium
of recruiting participants and collecting information, which are clearly identified
as research activities.

While deception in relation to the ‘true role’ of researchers is not unique to
the online environment and is not uncommon for example in certain types
of ethnographic research, it is generally considered ethically problematic
in contemporary research ethics and requires stronger ethical justifications
(Pittenger, 2003).

3.2, The blurring of the distinction
between public and private information

Usually, in traditional research ethics there is the assumption that a fairly clear
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distinction exists in ethical requirements between public and private information.
Use of material that is in the public domain does not require individual informed
consent, whereas research that collects data outside the public domain is
considered private and permission needs to be sought from the originators
of the data for any use of that data. However, the internet is a peculiar case
because the boundaries between the public and the private are frequently blurred
in the minds of users, especially in relation to social interactions and personal
communications in a wide range of online contexts.

What characterises all such sites is that on the one hand, material is not only
openly accessible but also archived over extended periods of time; on the
other hand, people write their contributions often under the assumption of
relative privacy and react negatively to perceived intrusions (Frankel & Siang,
1999; Sixsmith & Murray, 2001). Even for a more recent service like Twitter
which, in comparison to the original chat rooms, is set up more clearly as a
medium of individual public ‘broadcasting’, in practice the very same issues
arise, as evident in a lively discussion on the topic in Zimmer (2010b) where
respondents expressed strongly diverging views on whether research on
contributions on public Twitter accounts would require consent by account
Owners.

There has been much debate about how exactly to conceptualise privacy.
Eysenbach and Till (2001) and Bruckman (2002) claim that the traditional
dichotomies between public and private or published and unpublished become
blurred in the case of the internet and become much more akin to a continuum
than a dichotomy. Nissenbaum’s (2004) conception of ‘privacy as contextual
integrity’ is particularly promising in this context. She claims that within
each context of interaction, participants have certain expectations about how
participants in this context will behave in relation to the use and distribution
of information. Contextual integrity demands “that information gathering and
dissemination be appropriate to that context and obey the governing norms of
distribution within it” (Nissenbaum, 2004, p. 101). Behaviour that breaches
these context-specific expectations by broadcasting information further or to
different audiences counts as breach of privacy.
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In a similar vein, Bruckman (2002) proposes to consider most communications
on the internet as ‘semipublished” and ‘semiprivate’. There is considerable
evidence that, even though technically speaking contributions shared in internet
chatrooms may be of a public nature, many participants consider them a strictly
private space and can be extremely reluctant to allow researchers access to their
interactions. A participant of an online support group quoted in King (1996)
expressed her upset at finding out that their support group interactions were
being analysed by researchers: “When I joined this, I thought it would be a
support group, not a fishbowl for a bunch of guinea pigs. I certainly don’t feel
at this point that it is a safe environment [...] and I will not open myself up to be
dissected by students or scientists” (p. 122).

Hudson and Bruckman (2004) conducted a controlled experiment where
they compared chatroom activity in reaction to various forms of disclosure
of researchers’ presence and activity. They found that any type of explicit
disclosure that researchers were present and intending to study the chatroom
activities (whether merely announcing their intention, asking for opt-in or
opt-out consent) led to significant hostility. Under the research announcement
conditions, the researchers were kicked out four times more frequently than
under the non-announcement condition.

Eysenbach and Till (2001) list a number of factors that determine whether an
online space is perceived as a private space in which members are not likely
to seek the kind of ‘public visibility’ that would qualify their contributions as
public in nature: (i) some form of subscription or registration is required to gain
access to the forum, (ii) the number of perceived users of the forum (see also
Hudson & Bruckman, 2004), (iii) the implicit or explicit group norms, including
statements who the target group is and what the purpose of the forum is.

With the explosion in the use of Facebook as a medium of social networking,
privacy has become a widely considered issue. On the one hand it can be argued
that the widespread use of social networking sites has increased the awareness
and understanding of average users regarding the control and limitations of
privacy. As Lange (2007) shows in relation to the use of social networking
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functions on YouTube, users manage their social networks in relation to privacy
concerns in a quite sophisticated and individualised manner.

On the other hand, as Zimmer (2010a) shows in his discussion of the ethical
shortcomings of the Harvard-based T3 project, significant complexities exist
regarding privacy on complex networking sites like Facebook. In fact, the
T3 research project breached several privacy rules despite having undergone
significant scrutiny. In particular, the layered and relational character of
Facebook privacy settings made information accessible to researchers which
was not generally publicly accessible, but was mistakenly perceived as if it was
(Zimmer, 2010a).

3.3. Concerns about informed consent

Informed consent is one of the cornerstones of research ethics. Most research
with human participants requires researchers to obtain participants’ explicit
consent to participate in the research, on the basis of a comprehensive process
of information about the research project. In order to be able to give meaningful
informed consent, participants need to (i) have the ability to reflect on the
information, (ii) make their decision voluntarily without being put under any
pressure to participate or make decisions quickly, (iii) have been given all
relevant information on the research and its potential implications, (iv) have
understood that information, (v) made a conscious decision to participate
and expressed it unambiguously to the researcher. For the use of traditional
research methods in an online environment, e.g., the recruitment of participants
in an online environment for online surveys, online interviewing or online
focus groups, the standard ethical requirements regarding consent apply.
Conducting informed consent in an online environment poses some specific
challenges: in the absence of face-to-face interaction it is more difficult for the
researcher to ascertain whether the participant is in principle able to consent
and has indeed understood the information provided to them (Frankel & Siang,
1999). However, these problems are not unique to the online environment,
and challenges to achieving meaningful consent are present in most research
settings (Walther, 2002).
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The waiving of consent requirements is a possibility under some circumstances,
and there may be clear rules in place, depending on the jurisdiction in which
the research is being conducted. Bruckman (2002) suggests that consent
requirements for use of online material might be waived if this material (i) is
officially, publicly, permanently archived, (ii) no password is required to archive
access, (iii) no site policy prohibits it, and (iv) the topic is not highly sensitive
(for similar positions see also Pittenger, 2003; Sixsmith & Murray, 2001; for a
more simplified understanding of the problem see Rodham & Gavin, 2006).

As indicated above (Hudson & Bruckman, 2004), even requesting consent can
lead to negative reactions in online settings. However, this is not inevitable.
Scharf (1999) shows how she achieved explicit research consent by participants
in a chatroom dedicated to breast cancer support, a very sensitive topic. She took
particular care to gain credibility as genuinely interested participant as well as
researcher in the chatroom from an early stage, and later used an individualised
approach to specifically request explicit consent to quote from each individual
participant whose contributions she wanted to include. This individualised, and
‘private’ approach by somebody who had already gained credibility appeared
significantly more acceptable to participants than general public announcements
requesting or announcing research access to the forum as a whole. However, as
Eysenbach and Till (2001) report, credibility as established forum participant in
itself might not always protect participant-researchers from negative reactions
when asking for permission to research.

An additional concern is the role of gatekeepers of online fora for consent. In
many research fields, gatekeepers play a significant role in determining access
of researchers to particular populations. In relation to online research, Bruckman
(2002) suggests that gatekeepers should be given a role for consent only in
relation to those for a where the forum rules assign this role to the gatekeeper, or
where the population studied is a particularly vulnerable population. However,
many online communities are very fluid in terms of membership (Frankel &
Siang, 1999; King, 1996; Sixsmith & Murray, 2001), so that the gatekeeper’s
relationship with community members might be less established and therefore
less authoritative than comparable gatekeeper roles in real life.
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3.4. Confidentiality, anonymity and data management

Confidentiality as an ethical concern is generally a strict requirement for
anybody handling other persons’ personal data, and strict legal requirements
are in place in most jurisdictions. Researchers are not entitled to use or share
potentially identifiable personal data without the participant’s agreement,
and uses of personal data for particular purposes have to be authorised by
the participant. The requirement of confidentiality is closely related to that of
anonymity, but they are not identical. Confidentiality is concerned with the issue
of accessing and sharing personal information only on the basis of authorisation
by the person concerned, whereas anonymity is concerned with making sure the
person whose data is being used is not identifiable to others from the research
data. Confidentiality is also closely linked to the requirement of security of data
storage.

One significant concern in relation to confidentiality is data security, beginning
with the potentially unsecure transmission of electronic data, to lack of
awareness of the kind of identifying information available to the researcher, to
unintentional sharing of information e.g., through shared email accounts (Frankel
& Siang, 1999), to finally the potential for compromising confidentiality at a
later stage of research through data multiplication, loss or insufficiently secure
storage, or even the problematic legal status of certain computer files as public
records (Pittenger, 2003). As already indicated, the distinction between public
vs. private data is blurred in the case of many types of internet communications.
This has implications for the treatment of confidentiality and anonymity. Internet
researchers cannot rely on an easy classification of data as public or private, but
have to assess carefully the particular characteristics of their research area, and
the specific attitudes that participants are likely to have to the use of their data.

One of the concerns in relation to confidentiality and anonymity is the use of
pseudonyms in communications on the internet. While the real life identity
of participants is in most cases hidden to researchers, this does not mean that
using these pseudonyms, e.g., Twitter names, in reporting on research data is
unproblematic (King, 1996; Sixsmith & Murray, 2001). As Bruckman (2002)
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highlights, pseudonyms function like real names and therefore should be treated
in a similar manner. Especially in the case of well-established online identities,
users may care deeply about the reputation of their online identities, and may
experience the reference to their original pseudonyms in research as intrusive
as real-life identification. On the other hand, the personal investment in their
online persona might also have the opposite effect: if participants take particular
pride in their online presence or activities they may feel disenfranchised if they
are not explicitly referred to by their pseudonym. Bruckman (2002) and Hudson
and Bruckman (2004) point out that the strategy regarding anonymity should
depend very much on the forum studied, and might range from scrupulous
anonymisation of any potentially identifiable material to the opposite: taking
care to identify explicitly the participant’s contributions as theirs.

This issue can be considered in a slightly wider context, insofar as it points to
uncertainties regarding the appropriate attitudes towards materials that are not
created as research materials. Ess (2007) highlights the tension between viewing
the originators of such materials as participants in human subject research who
deserve protection, or rather as artists or authors who deserve credit and are
entitled to copyright protections. In a similar vein Roberts, Smith, and Pollock
(2004) explain their particular approach of managing the issue of anonymity or
authorship through individual consent.

3.5. Vulnerability, risk and benefit

Concern about participants’ vulnerability is a particularly significant research
ethical concern; prevention of harm to participants is generally considered to be
the main rationale for the requirement of research ethics review. Internet research
raises a number of concerns regarding vulnerability and harm, but also regarding
potential benefit that other forms of research might not be able to achieve. Some
of the concerns regarding risk of harm have already been addressed in the
section on privacy and confidentiality. In addition, particular concerns regarding
vulnerable participant groups arise. The internet is frequently used as a medium
of support for persons who may be subject to mental or physical vulnerabilities,
impairments or disabilities.
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Accordingly, research on the internet has the potential to reach vulnerable
populations, persons with disability or other populations that may not
otherwise be sufficiently represented in research, and thereby achieve greater
inclusiveness (Bowker & Tuffin, 2004; Frankel & Siang, 1999). This has the
potential to lead to the creation of a more substantial knowledge base regarding
those participant groups, which in turn could feed into the improvement of
services. It may also have the added advantage of allowing those participants
to represent themselves on different terms than may be possible in face-to-face
contexts, especially in relation to overcoming stereotyping and stigma. From
its early days, the internet has also served as a medium of research on sexuality
(Binik, Mah, & Kiesler, 1999), risky health behaviour like recreational drug
use (Barratt & Lenton, 2010) or other issues like gambling (Griffiths & Whitty,
2010) that people would be reluctant to address if they were not anonymous,
but that might have significance for understanding human behaviour or
targeting public health interventions.

However, tapping into the internet as a resource of knowledge on vulnerable
groups also comes at a risk. Unwittingly becoming the subject of research may
be experienced as a traumatic violation of personal integrity for members of
vulnerable groups, as for example in the much criticised research by Finn and
Lavitt (1994) on self-help groups for survivors of sexual abuse. In the case of
most research with vulnerable participants, the researcher is considered to have
a special duty of care to participants. In internet research, the identification and
management of potential problems or participant distress becomes much more
difficult if participants are anonymous internet users who may not disclose their
vulnerability status (Frankel & Siang, 1999) or just break off interaction and be
inaccessible to any further query or intervention.

A particular area of concern in relation to harm is the issue of researching the
internet use of minors. Vulnerable children and teenagers may use internet
facilities in problematic or risky ways, from posting inappropriate photos or
comments on social networking sites, divulging drug use or under-age sexual
activity, to cyber-bullying, or the use of pro-anorexia, self-harm or suicide
websites. On the one hand, achieving a better understanding of these phenomena
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through research is desirable; on the other hand, conducting research with
minors on these issues could be considered ethically problematic. Difficulties
regarding parental consent would be a significant obstacle to such research, not
just because of general issues of anonymity, but especially because children
may be very hesitant to even inform their parents about their internet presence
and activities (Stern, 2004). Child protection concerns are an additional issue.
Child protection guidelines might require researchers to intervene if they
become aware of children who are at risk of significant harm, but to do so in
online contexts is likely to be extremely challenging. Even the prospect that
child protection interventions might be attempted is likely to make potential
participants extremely hesitant to allow researchers access. Moreover, accessing
such sensitive materials without transparent and explicit consent would pose the
familiar problems of privacy.

4. Irish research ethics guidance documents
and their application to internet research

First of all, Irish internet researchers need to be aware that their research
might be subject to research ethics review requirements. In comparison
to other jurisdictions, especially in the English speaking world, the Irish
research ethics landscape is still comparatively lightly regulated. Outside
of the EU Clinical Trials Directive (Irish Statute Book, 2004), there are
currently no binding national regulations in place in relation to research
ethics review. However, that does not mean that research ethics review is
entirely optional. All health research involving patients or staff of the Irish
Health Service Executive (HSE) is expected to be reviewed by a HSE
Research Ethics Committee (REC). The Irish Health Information and Quality
Authority (HIQA) now has the responsibility for the governance of health
RECs, and is in the process of developing standards for those RECs. In the
academic sector, most institutions in Ireland have RECs that review research
conducted by their employees and students. Institutions differ in whether they
regard research ethics review as compulsory for all research and in the level
of scrutiny that different types of proposals need to undergo, but generally
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speaking researchers are expected to undergo research ethics review for all
research projects that involve human subjects.

What does this mean for internet research? As Walther (2002) outlined in his
paper, many research methodologies on the internet do not meet the criteria of
human subject research and are not likely to pose any risk to persons whose data
is being considered in research. However, as much of the literature reviewed
above indicates, it is important not to be cavalier about the level of risk that may
be involved in internet research. Especially in disciplines that may have less
experience with considering ethical concerns typical to social science research,
like engineering, computer science or linguistics, the landscape of relevant
ethical challenges to consider — outside clear health and safety concerns — may
be largely unfamiliar to researchers. Accordingly, it is essential for internet
researchers to clarify with their local research ethics committee whether the
research they are conducting falls under its remit, even if at first sight it does not
appear to them to pose obvious ethical problems.

Data protection is an important concern in internet research, due to the easy
transfer and multiplication of electronic data. In the Irish context, the Data
Protection Act 1988 and the Data Protection (Amendment) Act 2003 are the main
laws dealing with data protection (Data Protection Commissioner, n.d.). These
do not specify specific concerns for research, but state general requirements
for dealing with personal data. The detailed discussion of legal requirements
is outside of the scope of the present chapter, but some general concerns with
relevance to research data will be briefly outlined here. According to the Data
Protection Acts, “personal data” is defined as “data relating to a living individual
who is or can be identified either from the data or from the data in conjunction
with other information that is in, or is likely to come into, the possession of the
data controller” (Data Protection Commissioner, n.d., p. 2). As already indicated
above, much of the data collected in internet research may not be personal data
in the strict sense, and might therefore not be considered to fall under these
requirements. However, as this definition clarifies, researchers need to be aware
of the potential overall identifiability of data collected, even though it may have
been originally collected as anonymous or pseudonymous data.
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In relation to data security, the Data Protection Acts require researchers and
other data controllers to have sufficient security measures in place to prevent
any unauthorised access to potentially identifiable personal research data. The
more sensitive the data, the more restrictive the requirements regarding access
control. Internet research by its very nature deals with electronic data which is
casily transferable and carries the risk of allowing unintended access to non-
authorised persons.

Professional ethics codes are another frequently useful source of research
ethical guidance. However, in relation to internet research, most of the existing
professional ethics codes in the Irish context (for example An Bord Altranais,
2007; Medical Council Ireland, 2009) do not contain items with specific
relevance to internet research; their statements on consent, confidentiality, and
harm/risk minimisation are of a more general nature and are primarily focused
on professional service delivery rather than research; those parts in the medical
and nursing documents that address the conduct of research focus mostly on
clinical trials research. Internet-based health research as discussed for example
by Eysenbach and Till (2001) is not (yet) recognised as a research area worthy
of special consideration in these documents. The recently published draft HSE
National Consent Policy, Part 3 — Research (NCAG, 2012) is specifically
targeted towards issues arising in relation to consent in health research and
contains many helpful clarifications regarding a wide range of concerns relating
to consent, but again does not cover concerns specific to internet research.

Psychology is probably the academic discipline most likely to engage
in internet research involving interaction with human participants or the
analysis of potentially sensitive data. Unlike the codes of other professional
organisations, the Psychological Society of Ireland Code of Ethics (PSI, 2011)
addresses a number of ethical issues with a degree of specificity that allows
for the reflection on its implications for internet research. Section 1.2.7 of
the code states, in line with the Irish data commissioner, that the researcher
has the responsibility to ensure anonymisation or destruction of data as soon
as identifiability is not required any more for the task for which data was
collected, which has implications for electronic data management practices.
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Other sections in the code address the issue of privacy which was outlined above
as being particularly relevant for research on online communities. Section 1.3.17
seems to assume a clear distinction between public and private behaviour and
explicitly exempts public behaviour from consent requirements in relation to
taking audio, video and photographic records. However, Section 1.2.2 states to
“[t]ake care not to infringe, in research or service activities, on the personally
or culturally defined private space of individuals or groups unless clear and
appropriate permission is granted to do so” (PSI, 2011, p. 6, emphasis added),
thereby highlighting that what is private for a particular person or in a particular
context may not always be clearly identifiable by an outsider and that the
perception of what is private can differ between persons and cultures. Section
1.3.9 states that informed consent needs to be sought for all research activities
which involve “obtrusive measures, invasion into the private lives of research
participants, risks to the participant” (PSI, 2011, p. 7). While it remains unclear
which level of intrusion triggers a demand for informed consent, the literature on
research in online communities has highlighted that the threshold for perceiving
research interventions as intrusive might be significantly lower than frequently
assumed. Finally, section 3.3.14 might be understood as a note of caution in
relation to using novel research approaches, as e.g., some approaches to internet
research: “Seek an independent and adequate ethical review of the balance of
risks and potential benefits of all research which involves procedures of unknown
consequence, or where pain, discomfort, or harm are possible, before making a
decision to proceed” (PSI, 2011, p. 12).

One of the specific areas of research where explicit ethical guidelines exist in
Ireland is the area of research with children. The recently published Guidance
for developing ethical research projects involving children by the Department
for Children and Youth Affairs (DCYA, 2012) and also a comprehensive section
in the HSE Draft National Consent Policy by the National Consent Advisory
Group (NCAG, 2012) address some specific requirements of conducting
research with children in the Irish context. Research with children also needs to
conform to the requirements of the Children First guidelines which state relevant
child protection requirements (DCYA, 2011). Two major concerns in relation
to children’s research are children’s protection from risk and the appropriate
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realisation of informed consent, which requires the involvement of all relevant
stakeholders and the provision information in an appropriate format.

Due to the special protection of the family under the Irish constitution, the
current consensus is that any social research with children under 18 strictly
requires parental consent. As already indicated above, the accidental inclusion
of children who are not identified as such is a real possibility in internet research
that is conducted with participants whose real life identity is not ascertained
during the research (Ess & AolIR, 2002; Frankel & Siang, 1999; Hudson &
Bruckman, 2004). This poses a number of ethical concerns. Informed consent
is one prominent concern in this context insofar as children might participate
in online studies without parental consent. Guidelines for children’s research
stipulate that generally the threshold for acceptable risk in children’s research
is much lower than for research with adults. Accordingly, even if the subject
matter itself might not be considered inappropriate, risk assessment for adults
might come to different results if the intended participants are children rather
than adults. In relation to risk, the Children First guidelines are also significant,
insofar as children’s researchers are required to be competent in assessing and
adequately responding to child protection issues by alerting relevant agencies
in the case of children at risk of significant harm or abuse (DCYA, 2011). They
might require children’s researchers, under some circumstances, to make such
disclosure against the children’s wishes, thereby breaching confidentiality.
In research with participants whose real identities remain unclear, however,
no such response to emerging child protection concerns will be possible.
However, as the DCYA (2012) guidance document states, it is also essential
that research addresses topics that are relevant to children’s lives and actively
engages children’s viewpoints, including on potentially difficult or problematic
issues. Research in relation to aspects of children’s internet use might be very
appropriate and valuable; however, relevant safeguards need to be put into place
and researchers have to make sure that their research is in compliance with child
protection requirements.

An additional area of research for which guidelines for ethical research have
been put into place is the area of disability research. The National Disability
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Authority (NDA) guidelines identify issues in disability research (NDA,
2009). The most pertinent in the context of online research are probably
the issues of accessibility and inclusiveness of research. For some forms of
disability, the internet as a research medium might be more accessible for
research participants than traditional face to face or pen and paper research
(Bowker & Tuffin, 2004). The internet as communication medium might
allow participants to circumvent physical access problems, fatigue, or verbal
communication difficulties. At the same time, internet research can only
access persons with disabilities for whom written communication is a suitable
mode of communication. One particularly important point in the NDA (2009)
guidelines is the importance of inclusiveness and participation. Accordingly,
it is essential that internet research on disability be conducted with a view to
facilitating active and respectful involvement of participants with disability,
and particular care will be required in planning an ethical approach to using
materials created by persons with disabilities.

5. Conclusion

As this chapter has shown, there are numerous ethical concerns that need to be
considered in conducting internet research, most prominently the question of the
public or private nature of online materials, the moral status of online identities,
requirements and suitable practices of informed consent, data management,
concerns around harm, benefit and vulnerability and the inclusion of participants
that require particular protections. This paper has also identified a number of
Irish documents that can provide guidance on issues arising in internet research.
However, these guidance documents do not explicitly address internet research
as such. Accordingly, Irish researchers in this emerging field should refer to
international documents that outline good practice, from the AAAS and AolR
guidelines to emerging national and professional guidelines and to ongoing
specialist discussions of emerging issues, for example in the journals Ethics and
Information Technology or Journal of Information Ethics, and analyse carefully
the implications of the Irish guidance documents to ensure they are working
within the boundaries of acceptable practice in Ireland. Because of the specific

28



Heike Felzmann

characteristics and challenges of the internet as research medium, Irish internet
researchers might take the publication of the present volume as an opportunity
to create a forum of discussion of their research and its challenges. If it appears
that certain challenges occur frequently in a particular area of research, they
should bring these to the attention of their professional associations or other
representative bodies, to ensure that these issues will be addressed in future
statements of good practice and research ethics guidance documents. While this
chapter could not do justice to the wide range of internet research methodologies
and topics, each with their own set of ethical concerns, it has hopefully given
readers an idea of common ethical concerns in internet research that will allow
them to further reflect on the complexities of ethical issues encountered in their
own research.

References

An Bord Altranais. (2007). Guidance to nurses and midwives regarding ethical conduct
of nursing and midwifery research. Retrieved from http://www.nursingboard.ie/
GetAttachment.aspx?id=322b92ac-6016-48c6-8ec6-88c087a8013f

Barratt, M., & Lenton, S. (2010). Beyond recruitment. Participatory online research with
people who use drugs. International Journal of Internet Research Ethics, 3(1), 69-86.
Retrieved from http://www.ijire.net/issue_3.1/6_barratt lenton.pdf

Binik, Y. M., Mah, K., & Kiesler, S. (1999). Ethical issues in conducting sex research on the
Internet. The Journal of Sex Research, 36(1), 82-90. doi: 10.1080/00224499909551971

Bowker, N., & Tuffin, K. (2004). Using the online medium for discursive research about
people with disabilities. Social Science Computer Review, 22(2), 228-241. doi:
10.1177/0894439303262561

Bruckman, A. (2002). Ethical Guidelines for Online Research. Retrieved from http://www.
cc.gatech.edu/~asb/ethics

Craft, A. J. (2007). Sin in cyber-eden: understanding the metaphysics and morals of virtual
worlds. Ethics and Information Technology, 9(3), 205-217. doi: 10.1007/s10676-007-9144-4

Data Protection Commissioner. (n.d.). Data Protection Acts 1988 and 2003: A Guide For
Data  Controllers. Retrieved from http://www.dataprotection.ie/documents/forms/
NewAGuideForDataControllers.pdf

29


http://www.nursingboard.ie/GetAttachment.aspx?id=322b92ac-60f6-48c6-8ec6-88c087a8013f
http://www.nursingboard.ie/GetAttachment.aspx?id=322b92ac-60f6-48c6-8ec6-88c087a8013f
http://www.ijire.net/issue_3.1/6_barratt_lenton.pdf
http://dx.doi.org/10.1080/00224499909551971
http://dx.doi.org/10.1177/0894439303262561
http://dx.doi.org/10.1177/0894439303262561
http://www.cc.gatech.edu/~asb/ethics
http://www.cc.gatech.edu/~asb/ethics
http://dx.doi.org/10.1007/s10676-007-9144-4
http://www.dataprotection.ie/documents/forms/NewAGuideForDataControllers.pdf
http://www.dataprotection.ie/documents/forms/NewAGuideForDataControllers.pdf

Chapter 2

DCYA. (2011). Children First - National Guidance for the Protection and Welfare of Children.
Dublin: Department of Children and Youth Affairs. Retrieved from http://www.dcya.gov.
ie/documents/child welfare protection/ChildrenFirst.pdf

DCYA. (2012). Guidance for developing ethical research projects involving children. Dublin:
Department of Children and Youth Affairs. Retrieved from http://www.dcya.gov.ie/
documents/Publications/Ethics_Guidance.pdf

Dibbell, J. (1993, December 21). A Rape in Cyberspace or How an Evil Clown, a Haitian
Trickster Spirit, Two Wizards, and a Cast of Dozens Turned a Database Into a Society.
The Village Voice, 36-42. Retrieved from http:/loki.stockton.edu/~kinsellt/stuff/
dibbelrapeincyberspace.html

Elgesem, D. (2002). What is special about the ethical issues in online research? Ethics and
Information Technology, 4(3), 195-203. doi: 10.1023/A:1021320510186

Ess, C. (2007). Internet Research Ethics. In A. Joinson, K. McKenna, T. Postmes, & U. Reips
(Eds.), The Oxford Handbook of Internet Psychology (pp. 487-502). New York: Oxford
University Press.

Ess, C., & AolR ethics working committee. (2002). Ethical decision-making and Internet
research: Recommendations from the AoIR ethics working committee. Retrieved from
www.aoir.org/reports/ethics.pdf

Eysenbach, G., & Till, J. E. (2001). Ethical issues in qualitative research on internet
communities. British Medical Journal (BMJ), 323(7321), 1003-1005. doi: 10.1136/
bm;j.323.7321.1103

Finn, J., & Lavitt, M. (1994). Computer-based self-help groups for sexual abuse survivors.
Social Work with Groups, 17(1-2), 21-46. doi: 10.1300/J009v17n01 03

Frankel, M. S., & Siang, S. (1999). Ethical and Legal Aspects of Human Subjects Research
on the Internet: A report of a Workshop, June 10-11, 1999, Washington, DC. New York:
American Association for the Advancement of Science. Retrieved from http://www.
aaas.org/spp/sfrl/projects/intres/report.pdf

Griffiths, M., & Whitty, M. (2010). Online behavioral tracking in Internet gambling
research: ethical and methodological issues. International Journal of Internet
Research Ethics, 3(1), 104-117. Retrieved from http://ijire.net/issue 3.1/8 Griffiths
Whitty.pdf

Hudson, J. M., & Bruckman, A. (2004). “Go Away”: Participant Objections to Being Studied
and the Ethics of Chatroom Research. The Information Society: An International Journal,
20(2), 127-139. doi: 10.1080/01972240490423030

30


http://www.dcya.gov.ie/documents/child_welfare_protection/ChildrenFirst.pdf
http://www.dcya.gov.ie/documents/child_welfare_protection/ChildrenFirst.pdf
http://www.dcya.gov.ie/documents/Publications/Ethics_Guidance.pdf
http://www.dcya.gov.ie/documents/Publications/Ethics_Guidance.pdf
http://loki.stockton.edu/~kinsellt/stuff/dibbelrapeincyberspace.html
http://loki.stockton.edu/~kinsellt/stuff/dibbelrapeincyberspace.html
http://dx.doi.org/10.1023/A:1021320510186
http://aoir.org/reports/ethics.pdf
http://dx.doi.org/10.1136/bmj.323.7321.1103
http://dx.doi.org/10.1136/bmj.323.7321.1103
http://dx.doi.org/10.1300/J009v17n01_03
http://www.aaas.org/spp/sfrl/projects/intres/report.pdf
http://www.aaas.org/spp/sfrl/projects/intres/report.pdf
http://ijire.net/issue_3.1/8_Griffiths_Whitty.pdf
http://ijire.net/issue_3.1/8_Griffiths_Whitty.pdf
http://dx.doi.org/10.1080/01972240490423030

Heike Felzmann

Irish Statute Book. (2004). European Communities (Clinical Trials on Medicinal Products
for Human Use) Regulations, 2004 (S.I. No. 190 of 2004). Retrieved from http://www.
irishstatutebook.ie/2004/en/si/0190.html

King, S. A. (1996). Researching internet communities: proposed ethical guidelines for the
reporting of results. The Information Society: An International Journal, 12(2), 119-128.
doi: 10.1080/713856145

Lange, P. G. (2007). Publicly Private and Privately Public: Social Networking on YouTube.
Journal of Computer-Mediated Communication, 13(1), 361-380. doi: 10.1111/j.1083-
6101.2007.00400.x

Medical Council Ireland. (2009). Guide to professional conduct and ethics for registered
medical practitioners (7th ed.). Retrieved from http://www.medicalcouncil.ie/Public-
Information/Professional-Conduct-Ethics/The-Guide-to-Professional-Conduct-and-
Ethics-for-Registered-Medical-Practitioners.pdf

NCAG. (2012). National Consent Advisory Group: National Consent Policy. Part 3 —
Research (Draft Document for Consultation). Retrieved from http://www.hse.ie/eng/
about/Who/qualityandpatientsafety/Patient Safety/National Consent Advisory
Group/ncag3.pdf

NDA. (2009). Disability Research Series 13: Ethical Guidance for Research with
People with Disabilities. National Disability Authority. Retrieved from http:/
www.nda.ie/cntmgmtnew.nsf/0/232F61AE5397A93D802576650052B3B9/§File/
EthicalGuidanceforResearchwithPeoplewithDisabilities.pdf

Nissenbaum, H. (2004). Privacy as contextual integrity. Washington Law Review, 79(1),
119-158. Retrieved from  http://digital.law.washington.edu/dspace-law/bitstream/
handle/1773.1/61/volume79.pdf

Pittenger, D. J. (2003). Internet Research: An Opportunity to Revisit Classic Ethical
Problems in Behavioral Research. Ethics & Behavior, 13(1), 45-60. doi: 10.1207/
S15327019EB1301 08

PSL. (2011). The Psychological Society of Ireland: Code of Professional Ethics (Revised
November 2010). Retrieved from http://www.psychologicalsociety.ie/page/file dwn/25/
PS1%202011-12%20Code%200f%20Ethics.pdf

Roberts, L., Smith, L., & Pollock, C. (2004). Conducting Ethical Research Online: Respect
for Individuals, Identities and the Ownership of Words. In E. A. Buchanan (Ed.), Readings
in Virtual Research Ethics: Issues and Controversies (pp. 156-173). Hershey, PA:

Information Science Publishing.

31


http://www.irishstatutebook.ie/2004/en/si/0190.html
http://www.irishstatutebook.ie/2004/en/si/0190.html
http://www.irishstatutebook.ie/2004/en/si/0190.html
http://dx.doi.org/10.1080/713856145
http://dx.doi.org/10.1111/j.1083-6101.2007.00400.x
http://dx.doi.org/10.1111/j.1083-6101.2007.00400.x
http://www.medicalcouncil.ie/Public-Information/Professional-Conduct-Ethics/The-Guide-to-Professional-Conduct-and-Ethics-for-Registered-Medical-Practitioners.pdf
http://www.medicalcouncil.ie/Public-Information/Professional-Conduct-Ethics/The-Guide-to-Professional-Conduct-and-Ethics-for-Registered-Medical-Practitioners.pdf
http://www.medicalcouncil.ie/Public-Information/Professional-Conduct-Ethics/The-Guide-to-Professional-Conduct-and-Ethics-for-Registered-Medical-Practitioners.pdf
http://www.hse.ie/eng/about/Who/qualityandpatientsafety/Patient_Safety/National_Consent_Advisory_Group/ncag3.pdf
http://www.hse.ie/eng/about/Who/qualityandpatientsafety/Patient_Safety/National_Consent_Advisory_Group/ncag3.pdf
http://www.hse.ie/eng/about/Who/qualityandpatientsafety/Patient_Safety/National_Consent_Advisory_Group/ncag3.pdf
http://www.nda.ie/cntmgmtnew.nsf/0/232F61AE5397A93D802576650052B3B9/$File/EthicalGuidanceforResearchwithPeoplewithDisabilities.pdf
http://www.nda.ie/cntmgmtnew.nsf/0/232F61AE5397A93D802576650052B3B9/$File/EthicalGuidanceforResearchwithPeoplewithDisabilities.pdf
http://www.nda.ie/cntmgmtnew.nsf/0/232F61AE5397A93D802576650052B3B9/$File/EthicalGuidanceforResearchwithPeoplewithDisabilities.pdf
http://digital.law.washington.edu/dspace-law/bitstream/handle/1773.1/61/volume79.pdf
http://digital.law.washington.edu/dspace-law/bitstream/handle/1773.1/61/volume79.pdf
http://dx.doi.org/10.1207/S15327019EB1301_08
http://dx.doi.org/10.1207/S15327019EB1301_08
http://www.psychologicalsociety.ie/page/file_dwn/25/PSI%202011-12%20Code%20of%20Ethics.pdf
http://www.psychologicalsociety.ie/page/file_dwn/25/PSI%202011-12%20Code%20of%20Ethics.pdf

Chapter 2

Rodham, K., & Gavin, J. (2006). The ethics of using the internet to collect qualitative research
data. Research Ethics, 2(3),92-97. doi: 10.1177/174701610600200303

Scharf, B. F. (1999). Beyond Netiquette: The Ethics of Doing Naturalistic Discourse Research
on the Internet. In S. Jones (Ed.), Doing Internet Research: Critical Issues and Methods
for Examining the Net (pp. 243-256). London: Sage Publications.

Sixsmith, J., & Murray, C. D. (2001). Ethical issues in the documentary data analysis
of Internet posts and archives. Qualitative Health Research, 11(3), 423-432. doi:
10.1177/104973201129119109

Stern, S. R. (2004). Studying adolescents online: a consideration of ethical issues. In E. A.
Buchanan (Ed.), Readings in Virtual Research Ethics: Issues and Controversies (pp. 274-
287). Hershey, PA: Information Science Publishing.

Van Gelder, L. (1985/1991). The strange case of the electronic lover. Reprinted in C. Dunlop
& R. Kling (Eds.), Computerization and Controversy: Value Conflicts and Social Choices
(pp. 364-375). Boston: Academic Press.

Walther, J. B. (2002). Research ethics in Internet-enabled research: human subjects issues
and methodological myopia. Ethics and Information Technology, 4(3), 205-216. doi:
10.1023/A:1021368426115

Wolfendale, J. (2007). My avatar, my self: Virtual harm and attachment. Ethics and Information
Technology, 9(2), 111-119. doi: 10.1007/s10676-006-9125-z

Zimmer, M. (2010a). “But the data is already public”: on the ethics of research in Facebook.
Ethics and Information Technology, 12(4), 313-325. doi: 10.1007/s10676-010-9227-5

Zimmer, M. & commentaries (2010b, February 12). Is it ethical to harvest public Twitter
accounts without consent? Michael Zimmer.org. Retrieved from http://michaelzimmer.

org/2010/02/12/is-it-ethical-to-harvest-public-twitter-accounts-without-consent/

32


http://dx.doi.org/10.1177/174701610600200303
http://dx.doi.org/10.1177/104973201129119109
http://dx.doi.org/10.1177/104973201129119109
http://dx.doi.org/10.1023/A:1021368426115
http://dx.doi.org/10.1023/A:1021368426115
http://dx.doi.org/10.1007/s10676-006-9125-z
http://dx.doi.org/10.1007/s10676-010-9227-5
http://michaelzimmer.org/2010/02/12/is-it-ethical-to-harvest-public-twitter-accounts-without-consent/
http://michaelzimmer.org/2010/02/12/is-it-ethical-to-harvest-public-twitter-accounts-without-consent/

Studying Young People’s Blogs:
Ethical Implications

Cathy Fowley'

Abstract

s internet research was gradually established as a discipline, whose
Afocus and/or locus is the internet (Rall, 2007), ethical issues came
to the fore. These issues, often centering around the shifting concept of
privacy and ownership of text, consider new practices and communications
online, and increasingly, the conduct of ethical research within various
sites on the internet. This chapter draws on a five year study of young
people’s blogs in Ireland which used an ethnographic approach to two
different groups of bloggers, varying in age from 17 to 23. Ethical issues
were identified from the start of the project, and indeed included at design
stage; some of the issues arose from the multidisciplinary nature of
internet research, and these will be examined in this chapter in the first
place; current recommendations available to the internet researcher will
be addressed, as well as the ethical practices of researchers in the field of
blogging. Several approaches and ethical solutions will be reported from
within the qualitative research tradition. This chapter will then examine
issues which have been identified as “conceptual gaps” by Zimmer (2010),
illustrated in light of this ethnographic study of young Irish bloggers, in

particular the concept of privacy.
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1. The ethics of internet research

The interdisciplinary aspect of most internet research brings its own ethical
issues, due to the difference in the approach to ethics from various disciplines,
such as social sciences, which take their model from medical science, or literary
studies, which considers people as authors and treats them as such (Ess &
the AolR ethics working committee, 2002). For researchers from the field of
humanities, these conflicting frameworks should be acknowledged in the case of
a cross-disciplinary research project.

Social sciences ethical norms are derived from the ethical norms of the medical
field. The basic ethical principles are seen as autonomy, beneficence, and justice
(Greig & Taylor, 1999). One of the main issues is that of informed consent of
participants in a study, and of the duty of the researcher to do no harm. Whereas
these basic ethical principles of research cannot be denied, the advent of a new
cultural context has led to the belief that “[o]nline research is marked as a special
category in which the institutionalized understandings of the ethics of research
must be re-examined” (Hine, 2005, p. 5).

Within a tradition of literary studies, Serfaty (2004) contends that a literary
approach to blogs frees the researcher of certain ethical considerations, as the text
is studied rather than the author, and is in fact a “self-contained, self referential
artefact” (p. 10). She also decided to avoid any contact with the diarists she
studied in order to avoid any possible relationship, which she sees as detrimental
to the quality of the research, as she feels that informing the participants
“ultimately amounts to granting them the right to oversee the research project”
(Serfaty, 2004, p. 12).

The literary approach to studying online texts considers the participant
in internet communication as an author and the text as a published literary
artefact (Ess, 2002). A social sciences approach to the same study will consider
the author as a participant in the research project, and as such will grant her
some protection in ethical guidelines. Bruckman (2002) argues that the ‘semi-
publishing’ of material online by ‘amateur artists’ offers new challenges and
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requires new approaches to ethical dilemmas, dealing with liminal spaces
between public and private.

Both approaches are also subject to emerging netiquette, and sometimes
heralded by the use of Creative Commons' convention in blogs. Indeed bloggers
in general follow emerging rules of netiquette, which do not allow for copying
or republishing without crediting the original author, by name and through
hyperlinks to the text quoted. Similarly, when a blog post is picked up by print
media and the content in used offline, it is seen as plagiarism if the blog is not
quoted as the original source. This has led some bloggers to insert a Creative
Commons license in their blogs, which allows sharing and non-commercial use
with attribution.

In any case, ethical approaches are complicated by several other issues if the
participants/authors are children or young people, who warrant increased
protection: the authors of the blogs in this study could be regarded as a vulnerable
group in social sciences disciplines, where research involving children and
young people is governed by its own set of rules (Greig & Taylor, 1999). Mixing
these two aspects brings out a third set of ethical issues, particular to the study of
young people online, which merits special consideration.

Recent developments in youth research have changed assumptions about
transitions between youth and adulthood, and notably led to the gradual
replacement of the terms ‘adolescence’ and ‘adolescents’ by the terms ‘youth’
and ‘young people’, as well as the introduction of the new term of ‘young
adult’ (Bois-Reymond & Chisholm, 2006). This trend is notably echoed in
literature, which now discerns between children’s literature and the newer
genre of young adult fiction. It is now accepted that youth encompasses a wide
range of ages and stages of development, and that it extends into ages which
had previously been considered as adult; this longer youth period tends to
mix within the same category people of very different ages and psychological
and psychosocial development: a ten year old child does not have the same

1. http://creativecommons.org
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understanding as a twenty year old woman. However, some young people,
albeit not children, remain legally minor, and ethical issues regarding them
occupy a grey area.

Informed consent is one of the main issues in research with children and
young people, who are traditionally represented as vulnerable groups in social
sciences. Obtaining consent from young people is a relatively new notion, as
children for a long time were considered mere objects of research, reflecting
their historical place in society (Greig & Taylor, 1999). However, within the
past decades, it has been recognised that children should have a say in research
that involves them.

“Researching youth also brings research ethics — a professional challenge
— to the forefront in considering how young people can and should be
informed and included as active research subjects in studies about youth”
(Chisholm, 2006, p. 18).

The Declaration of Helsinki (1964) states that not only is consent to be sought
from a legal guardian, but also from children themselves. Informed consent
from adolescents seems to be a grey area. In England, the Family Law Reform
Act of 1969' states that, in the medical field, children from 16 to 17 years old
are presumed to be competent to consent to treatment, and a similar situation
exists in Ireland. When it comes to consent online, the office of the Irish data
commissioner’s website? advises that

“[t]he minimum age at which consent can be legitimately obtained is not
defined in the Data Protection Act, 1988. Section 2A(1) of the Acts states
that consent cannot be obtained from a person who, by reason of age, is
likely to be unable to appreciate the nature and effect of such consent.
Judging maturity will vary from case to case” (para. 1-2).

1. http://www.legislation.gov.uk/ukpga/1969/46

2. http://www.dataprotection.ie/viewdoc.asp?m=m&fn=/documents/guidance/3gm5.htm
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It goes on to refer to the General Practice Information Technology' (GPIT) guide
in the medical area, which defines the age of consent at 16. The Office of the
Data Commissioner adds that for marketing purposes, 14 can be considered as
a reasonable consent age, and that companies should ensure that the individual
understands the implications of giving consent.

1.1. Directives and guidelines

Elgesem (2002) refers to the the guidelines published by the body for research
ethics in Norway, regarding ethical research in social sciences and the humanities,
which identifies two broad categories of conflict of interest: those dealing with
the integrity of the research process, and those dealing with the integrity of
research subjects. Elgesem (2002) posits that online research ethics can be drawn
from offline research ethics, with some proviso, which refer to the problematic
private/public dichotomy. The presence of a fragmented audience online is a
major difference and is linked to the expectation of a “limited and homogeneous
audience” (Elgesem, 2002, p. 202) by online participants, even when the fora
are not password-protected and could thus be seen as widely public. The issue
of privacy, which has been deemed irrelevant for published texts (Serfaty, 2004)
thus becomes an issue of perceived privacy.

1.2. AoIR recommendations

The Association of Internet Researchers published in 2002 a set of guidelines
from their ethics working group, guidelines which became a major source of
information for internet researchers (Ess & the AoIR ethics working committee,
2002). Whilst they acknowledged the existence and validity of various ethical
frameworks, they also highlighted some major questions relevant to internet
research, amongst which the various venues which can be found and researched
and the different ethical expectations which their users may have. Similarly,
they advised to ascertain whether the participants in the project should be
considered more as authors or as research subjects, as this perception also

1. http://www.icgp.ie/go/in_the practice/information_technology
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carries different ethical expectations. Whether offline or online, children
should be afforded increased ethical protection, and this was also reflected
in the AoIR guidelines. These were the guidelines which were followed at
the time of research. However, online researchers are constantly confronted
to new spaces, new norms, and new ethical problems. The Association of
Internet Researchers has thus published a new set of guidelines, stressing the
importance of context, whilst also identifying some areas which are specific
to internet research.

1.3. Research ethics committees

Markham and Baym (2009) conducted research in the perception of internet
research ethical issues amongst Institutional Review Boards (IRBs) in the
United States. Most were found to have no guidelines whatsoever on internet
research (62%); in the qualitative study carried out along with the questionnaire,
the need for education of IRBs was a recurring theme; issues of data security
and consent were most problematic for IRBs, and most frequently mentioned
were consent and privacy issues which are difficult to comprehend in a new
space. Some initiatives have been led by educators and researchers in an effort
to adapt guidelines and recommendations to the study of online communities:
a program led by Bruckman (2002) had thus enabled undergraduates to learn
how to conduct ethical research in online communities, with an emphasis on
the protection of human subjects.

European universities seem to encounter the same problems in adapting to
new contexts of research, and some have issued specific guidelines: University
of Bristol, UK Kids Online in the London School of Economics for example
have guidelines for internet research and internet research with children and
young people. In many cases however, the public/private divide seems to be
the main guideline which can be applied to online research: texts which are
publicly available are thus exempt from ethical review, except in the cases of
vulnerable populations. Indeed the study of blogs brings these issues to the
fore, as blog posts are often considered public texts, by the audience as well as
bloggers who seek public recognition.
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2. Research on blogging: researchers in practice

For Herring, Scheidt, Wright, and Bonus (2005), blogging is seen as many
things by many people. For journalists, it is about news from an alternative
source, for scholars it is about research and knowledge sharing, but for many
private individuals, it is about expression and self-empowerment. Their study
endeavours to find the properties of blogs at a moment in time, and categorise
them as a new genre, situated with respect to offline genres and the broader
genre ecology of the internet.

It is now argued that the time has gone for the relevance of the word blog (Bruns
& Jacobs, 2006; Efimova, 2009b). Indeed a lot of the misunderstandings within
the blogging world and misinformation in the print media come from an overuse
of the word, with no strict definition: newspapers now commonly introduce a
blog section to their online editions, and indeed some introduce blog sections
to their paper edition. Some predict that the word will soon only be used with a
qualifier, as in research blogging, community blogging, or diary blogging (Bruns
& Jacobs, 2006), and it is increasingly necessary to define the type of blog which
is the object of research (Efimova, 2009b; Nowson, 2006). Indeed when it comes
to ethical issues in research on blogs, this definition becomes essential, if only to
ascertain the different levels of expectations of privacy from the blogger’s point
of view.

Moreover, different approaches are taken by researchers from different
disciplines and traditions. In some cases, the blogger is seen solely as an author.
Serfaty (2004) studies personal blogs, where bloggers are seen as authors,
and thus exempt from consent according to humanities and literary studies
traditions. She also acknowledges their identity as potential participants, yet
denies their participation as threatening the integrity of the research. The
ethical approach she takes is to treat bloggers as literary authors, and thus she
does not ask for consent, and does not attempt to conceal their online identities.
Hendrick (2012) also sees the blogger as an author or intellectual, indeed she
is a blogger herself, and sometimes part of a blogging community which she
studies. Hendrick (2012) does not ask for consent, nor does she anonymise her
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data, as she follows criteria led out by Pace and Livingston (2005) exempting
from consent material which is publicly archived, is not password protected, is
not sensitive, and no state or site policy prohibits its use.

Efimova (2009a), in her PhD research, considers bloggers as public intellectuals;
she points out the fundamental difference between the knowledge or professional
blogger and the academic, in which the blogger cites other blogs and links back
to them, thus creating a web of knowledge, whereas the academic anonymises
sources. Efimova (2009a) treats the bloggers from her study as public
intellectuals, and thus asks no permission, but disseminates the results of her
research through her blog, while linking to the bloggers cited, thus choosing an
ethical approach that follows ethnographic sensibilities.

Different ethical choices are taken by researchers who study young people’s
blogs (Brake, 2009; Fowley, 2011). Brake (2009) feels an ethical and moral
obligation towards the young people whose blogs he studies. Not only does he
ask for consent from the bloggers, but he acts as an educator, pointing out the
potential problems in allowing a researcher to publish part of their blog posts.
Indeed, despite their consent, he does not reproduce text from the blogs, because
“several of those who make their weblogs available freely online (and would be
prepared to have them publicised in an academic study) may come to regret that
choice later in life” (Brake, 2009, p. 76).

3. Conceptual gaps in research ethics

As outlined by the AoIR recommendations, and illustrated by the examples above,
researchers are guided not only by rules, recommendations and best practices,
but also by their own moral compass, and their knowledge of the context in
which their research is based (Ess & the AolR ethics working committee, 2002).

Zimmer (2010) identifies several issues which epitomise the differences between
offline and online research. I used his idea of conceptual gap and correlate it
with my own ethical choices. Indeed as an internet researcher attempting to fill
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in the required forms for my university’s Research Ethics Committee, I came
across those conceptual gaps, relating to the issues of consent, anonymity, harm
and privacy. The following section will thus match those concepts to issues
encountered in my research, after defining the type of ethnography which was
chosen.

The research identified and followed two groups of young bloggers in Ireland:
the first group, which will be referred to in this chapter, was formed around a few
young people who had attended a summer school together; their blogs became
a means of keeping in touch with their friends, as well as recounting their daily
lives. At the heart of the second group were two young bloggers who managed
their friendship at a distance, as well as interacting with others. All the blogs
were on the LiveJournal platform, which was most popular for young people at
the time.

The methodological choice of ethnographic tools and methods was a result of
the theoretical lens used to approach the study; however, it was also heavily
influenced by the ethical approach that underpinned the study.

“Consider this tentative axiom: methods first, ethics follow. This axiom
focuses attention on the fact that ethics are embedded in one’s everyday
method of approaching, understanding, evaluating, and producing
academic texts about a social phenomenon. To say methods first; ethics
follow is to emphasize that all methods decisions are in actuality ethics
decisions and that all ethics decisions are in actuality methods decisions”
(Markham, 2006, p. 7).

As the internet becomes more enmeshed in daily life, and the demarcations
between online and offline relationships become increasingly blurred, many
have called for ethnographies which follow the participants offline and online
throughout their daily lives (boyd, 2008). I did not however follow this trend
in this research project, where, on the contrary, I ensured that the ethnography
remained online only, and this for several reasons. I was guided first of all by
ethical considerations, due mainly to the nature of the study and of the age of
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the young bloggers (Fowley, 2011). When the study started, in 2005, few young
people had started blogging in Ireland, and the search for the initial bloggers
had to start online. Whereas it may have been easy to move an ethnography
project from an offline context to an online context, it seemed ethically dubious
to initiate contact with young people online and then attempt to meet them
offline.

3.1. Consent

There are two problematic aspects to the issue of consent in internet research.
The first is linked to the issue of authenticity, and the other one to access to the
offline identity of the participant. The oft-quoted New Yorker cartoon states that
on the internet, no one knows if you’re a dog. Indeed, if bloggers for example
have chosen to blog under a pseudonym, it can be difficult, time-consuming, and
sometimes impossible to ascertain the ‘real” identity of the author; naturally, no
one knows how old you are either, at least in theory. However, young people in
particular tend to be mostly truthful in the representation of their age (Scheidt,
2006). Indeed most young people now live a seamless life between online and
offline, where their network of friends follow them from one space to the other
(boyd, 2008; Ito et al., 2008; Palfrey & Gasser, 2008). Even if the age of the
blogger can be ascertained, the identity remains that which they have chosen,
and if they have chosen to link their blog to an email address bearing a similar
pseudonym, only their online identity can be verified, and only their online
identity can give consent to take part in the research.

This problem is naturally more acute in the case of online only ethnographies,
and was amplified by my reluctance to request personal information. I felt
that such an attempt would be contrary to best practice and indeed to current
recommendations to parents and children or teenagers, who are advised never
to reveal any personal information to a stranger on the internet. This was
also the reason for the methodological choice of an online only ethnography:
I had found these young peoples’ blogs online, and thus all communication
remained online. This choice of course also implied that I would not have
access to their parents for consent, which in turn influenced the data sampling,
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as I chose not to interact with anyone under sixteen without parental consent.
The permanence of the digital text meant that I did however have access to
some parts of the blogs when the writer was under sixteen, in the case when
the blog had been started before that age, with the consent of the now-sixteen
or eighteen year old blogger.

3.2, Anonymity

It should first of all be noted that the participants were anonymous from the
outset, as they did not blog under their own name, nor did they usually reveal
their full name or address. However, a pseudo, or in this particular case a
LiveJournal name, is often used on different fora and is as such part of the online
person (Bruckman, 2002); the use of this pseudo can thus be seen as a failure to
anonymise the research by the participants. I decided to use double pseudonyms,
and asked the bloggers if they wished to choose a new pseudo themselves, so that
they could retain some power over their texts and their presence in the research.
Some decided to create their own names, others did not answer the message sent
to them, and were randomly allocated a new pseudonym.

However, it could be argued that anonymity is not always possible, even if
the bloggers use pseudonyms, as their life stories contain elements relating to
events, places and people which may help to identify them. If Lally (2009) is
aware of the ‘tyranny of distance’ linked to internet research, in my case, I was
very much aware of the tyranny of proximity; Ireland is a small country, with a
small population, where the famous ‘degrees of separations’ are fewer than in
more populated areas. Whyte (2006) points out that, when it comes to research
on specific populations, it is practically impossible to guarantee anonymity in
Ireland. This local issue amplified another anonymity problem online, due this
time to the power of search engines. If texts are quoted in a publication, these
excerpts can be entered in search engines and the blog from which they were
selected can thus be found. A significant number of the quotes were taken from
blogs which are no longer publicly accessible. When excerpts from the blogs
were chosen, the bloggers were advised of which part of their text was being
cited and were also advised to lock the relevant entry if it was still public. Even
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though in more conventional settings, this might be construed as perverting data,
in an emergent social space where younger people can lack adult guidance, it
should be a moral imperative for the researcher to educate and protect the young
participants in a study.

3.3. Harm

This concept, and its adaptation to online spaces, can be linked to the concept of
privacy, anonymity, and space. Some sensitive information, some texts of a very
personal nature, when taken out of context, can be met by a public for which
they were not intended. This breach of the expectation of privacy could indeed
lead to harm for the participants, in the case for example of young people who
may be openly gay online, but not offline.

Another ethical issue, this time of concern to the researcher, is the possibility
of encountering disturbing texts. These could possibly be relating an obvious
danger for a blogger, such as depression, risk of suicide, incidence of abuse or
even relating the possibility of danger to the public, suggested by rantings and
threats of violent action. Bearing in mind that information posted on internet
sites is not always truthful, and that in some cases the text belongs more to
fiction than autobiography, some practical steps are however possible: contact
with the platform security officer is the first step to take, as the companies have
requested personal details when the blog/social network page was set up. If the
matter is more urgent, contact should be attempted through the platform with
the named friends of the adolescent who are likely to know her in real life, or to
have access to personal information such as telephone number or address, and
they should be requested to contact the person, their family, or a relevant official
body. These issues are being discussed regularly amongst internet researchers,
and some propositions have been made in the US for an anonymous online
support forum for young people.

3.4. Privacy

The AolR recommendations highlight the concept of expectation of privacy in
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various online spaces (Ess & the AolR ethics working committee, 2002). The
binary private/public concept is no longer of use when it comes to the internet,
and this issue is at the heart of many moral panics and many misunderstandings.
Different venues carry different expectations, some fora are open, others
require registration and password and as such are felt as more private. The
motivation of the writer can also influence this perception and expectation of
privacy: whereas some bloggers consider blogging as a form of publishing,
expecting to be cited as authors, others regard their blogs as personal artefacts
which they expect a small selection of readers to share. In knowledge blogs,
the aim is dissemination of knowledge. For diary-style blogs, the content is
different, as is the intent, and instead of publication of ‘one to many’, the aim
is for ‘one to some’.

4. Publicly available data

Several Resesarch Ethics Committees in Ireland consider that publicly available
data is exempt from ethics approval, and texts freely available online tend to be
categorised as such. Indeed this attitude is also prevalent when it comes to so-
called Big Data, among which is the growing mass of personal data collected
by various social media sites. The availability of this Big Data has been seen
as the new currency, and its mining and analysis has become the subject of
much research. However, the lack of contextualisation has been flagged by
danah boyd (2010), who stated that “Just Because It is Accessible Doesn’t
Mean Using It is Ethical” (Section “Methodologically sound approaches to
big data”, para. 5).

The conceptual gaps identified by Zimmer (2010) were thus all obvious
throughout the research. However, despite a concerted ethical reflection, and
the integration of ethical principles in the research design, issues emerged
as soon as the presence of the researcher became known to the participants.
These would eventually be separated into the two groups mentioned earlier,
the first group, built around the first blogger I had encountered, Saila, included
her friends Homi, Corcra, Planet and Disco (girls) as well as Brightears and
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Fry (boys). The other group, for the purposes of my study, was of two girls,
Myriam and Jen, although they regularly interacted with a large number of
other bloggers.

5. When public is not public

In autumn 2005, I had identified LiveJournal as the place where I was most
likely to find young Irish bloggers. The previously popular diaryland.com
counted no Irish blogs any longer, and it proved extremely difficult to find
blogs hosted on the Blogger platform or on personal sites. Some of the blogs
I had studied in the past had now migrated to LiveJournal, which offered an
internal search engine. In October 2005, I created a blog on LiveJournal, and
wrote my first entry. This was a public entry, as would be all the entries I would
write until I selected the blogs for the study. The first entries were thus personal
reflections on my budding research, and little stories about my children or
domestic misadventures; I had simultaneously created a second blog on the
Blogger platform, and for the first year, I simply published the same posts on
two different platforms.

Saila’s blog was the first blog I started reading, eventually navigating from her
posts to her readers’ blogs, following the links embedded in their user-names.
I also started reading Jen’s blog, following links to Myriam’s blog. Throughout
this phase of the research, the act of reading a blog became laden with meaning
which I had not envisaged, more similar to the act of lurking than reading, as
I was to discover when I started communicating with the authors. The word
‘lurking’ entered the internet language very early on, from the time of MOOs!
and MUDs? and discussion boards, and refers to the act of reading without
notifying the others of your presence. This ‘reading alone’ act is seen at best
as very bad manners, at worst as slightly sinister or threatening to the author
or the group. It does also signal texts on the web as a conversation, where

1. MUD Object Oriented

2. Multi-User Dungeon
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all protagonists should make themselves known and participate. The blogs
I discovered through the search engine and that I started reading were all
publicly available to readers, but although I read, I did not comment until late
in November 2006.

In November 2006, I wrote an entry on my blog which explained my presence
on the platform and referred to my research and planned research questions.
The same week, I commented on a number of blogs, from both groups, asking
the authors if they would like to participate in the study, with a link to the
explanatory blog entry. Whilst in ethnographic terms, this was an entry into
the field, to the young people whose blogs I had been reading, it felt like de-
lurking. The reactions to my presence varied: Saila and Corcra, whose blogs
had a mixture of locked entries and public entries, agreed immediately to
participate in the study, and both of them engaged in some conversation with
me; Saila sent me an email immediately, and I responded through email as
well, Corcra responded on her blog, but also gave me her email address in her
response, so that any further conversations could take place outside the blog.
Both wrote about their participation and about the study itself. In the event,
I chose not to correspond by email, but to keep all communication on the same
platform, through the LiveJournal internal messaging function.

I very rarely commented on the blogs after this first contact, so as not to intrude
in personal conversations between the bloggers and their friends. Instead, all
communication about the thesis and questions related to the research were
posted on my own LiveJournal blog, I followed those entries with private
messages to the young bloggers, with a link to the entry in question. In the
first group, Saila and Corcra responded to all the messages, which were often
ignored by the other bloggers. Homi’s blog was also a mixture of private
and public, and she also gave me access to all her entries, but she kept this
initial communication in the comments section of her blog. All of them also
included me in their Friends lists, thus granting me access to their private,
locked entries. Planet, Disco and Brightears, whose blogs were public,
engaged as well in their responses, and left their settings unchanged, as well
as Fry, whose blog was mostly public. The two girls who form the second
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group both accepted immediately and gave access to most of their private
entries, although Jen did point out that “anything really personal is squirreled
away in filters anyhow”, from which I assumed that some entries were not
meant for my eyes.

Table 1. GROUP 1 - Public/private settings before and after first contact

Name Gender | Public/ Response | Public/ private
private entries entries after contact
Saila F Mixed public/private | Yes No change

Private entries opened
to researcher

Homi F Mostly private Yes No change

Private entries opened
to researcher

Brightears |M Public Yes No change
Planet F Public Yes No change
Fry M Mixed public/private | Yes No change

Private entries opened
to researcher

Disco F Public Yes No change

Corcra F Private Yes No change

Private entries opened
to researcher

These final participants were not however the only bloggers whom I initially
contacted. Within the group of friends named on profile pages, a further seven
either declined or declined to answer. Two gave negative responses, both in
answer to my comment; one explained that she had links to my university,
and immediately locked her journal, posting a “Friends Only” page, with a
black and white picture and the words “I am a private person, this journal is
now Friends Only”. Another girl simply answered “hem, no thanks”, but left
her journal setting public. Five bloggers ignored the comment and request and
never answered, either on their comments page or on my blog. One girl did
not answer, but locked her journal, with no announcement on the first page.
One boy did not answer me directly, but instead locked his journal and posted
a “Friends Only” page, which consisted of a black rectangle with two white
letters: F.O., which I took to be a message to the researcher who had caused him
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to lock his journal. One other boy ignored the message, left his old public entries
as they were, but subsequently set all other entries as private, and the last three
bloggers ignored the message and continued as they had before. I never included
any of their entries in the study, yet their behaviour on first contact caused me to
reflect deeply on ethical issues in research and also on the question of privacy,
which became a crucial question in this research. Whereas none of the bloggers
who agreed to participate in the study changed their privacy level after being
contacted, as outlined in Table 1 above, this was not the case for those who
refused or ignored my request: four of those remaining seven bloggers changed
their settings, ‘locking’ their journal or part of their journal, as outlined in
Table 2 below. This reactive take up of the privacy affordance seemed from the
start to signify the emerging digital literacy of the young people involved, who
had known about the lock facility but had not identified or seen the need for the
privacy affordance until the sudden appearance of my comments and messages,
seen as the intrusion of an unwanted reader.

Table 2. Public/private settings after refusals

Name Gender | Public/ Response | Public/ private
private entries entries after contact
LJSweet. F Public No Private
LJBigSam M Public No answer | Private
LJSparrow F Public No answer | Private
LJLuciakiss. F Public No answer | No change
LJBalin F Public No No change
LJStevenSmith. | M Public No answer | No change
LJBudda M Public No answer | No change for old entries.
Private for new entries

My presence, not only as a researcher, but as an adult and a stranger, had attributes
of voyeurism. Even the most enthusiastic participants asked me where and how
I had ‘found’ them. The explanation of my selection methods was however
accepted as a valid one. Nevertheless, my presence was a catalyst for some,
notably those who did not want to participate, as it influenced their privacy levels
and indeed changed their expectations of privacy on the LiveJournal platform,
if not online in general.
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One of the grey areas comes from the nature of the blog as life-writing. Whereas
authenticity may not be an issue in young people’s blogs, too much truth may
be one. Ethical issues online are often played around the complex and shifting
concept of privacy, which in blogs can be linked to life narratives. Eakin (2004)
reflects on the ethics of life-writing in relation to others:

“because we live our lives in relation to others, our privacies are largely
shared, making it hard to demarcate the boundary where one life leaves
off and another begins” (Eakin, 2004, p. 8).

“While our lives are increasingly on display in public, the ethics of
presenting such revelations remains largely unexamined” (Eakin, 2004,

p.- D).

These issues also impact on research: whereas I asked for consent from the
bloggers that I had selected, and I kept an open communication channel with
them, I was also conscious of the presence of others in the text, and my own
text has removed the names of anyone mentioned, as well as place names which
might make the bloggers and their friends identifiable. The grey area is that of
the active readers who comment on the blogs; it would have been impossible to
contact each and every one of them and ask them for consent; consent was only
sought by the blogger, the ‘owner’ of the place as it were. As for the commenters
who are not part of the sample, their names were thus replaced by initials, but
their comments were nevertheless quoted.

6. Conclusion

Contextual gaps and ethical grey areas have been illustrated here by the
reactions of young bloggers after first contact with an unknown adult, the
researcher. Even though privacy settings existed on the platform, it can be
argued that the affordance of privacy is at times a hidden affordance, thus
not necessarily obvious to young users. The identification and realisation of
privacy affordances often necessitated a first experience where the need for
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managing privacy was made obvious, as in an encounter with an unexpected
person. The realisation of these affordances can thus be assimilated to different
levels of digital literacies, which should be kept in mind by researchers.

As a researcher, [ felt that the guiding concept should be that of contextual
integrity introduced by Nissenbaum (2010) to account for the puzzling issue
of privacy in public, but which can be adapted to the area of internet research:

“The underlying thesis is that social activity occurs in contexts and is
governed by context-relative norms. Among these, informational norms
govern the flow of information about a subject from one party to another,
taking account of the capacities (or roles) in which the parties act, the
types of information, and the principles under which this information
is transmitted among the parties. We can think of contextual integrity
as a metric, preserved when informational norms within a context are
respected and violated when they are contravened” (Nissembaum, 2010,

p. 14).

Contextual integrity calls for the appropriate flow of information, in a context-
sensitive manner, reminiscent of the call of the AoIR ethics working group for
sensitivity to the expectations of the digital venue. An ethical reflection does
not however stop at the design stage of the research, or the choice of relational
boundaries. All through the research process, there appear instances and events
which call on the researcher to reflect again and again on the ethics of her
research.
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Poetic Machines:
From Paper to Pixel

Jeneen Naji'

Abstract

his chapter investigates digital methods of signification in order
Tto examine the impact of the digital medium on poetic expression.
Traditional poetry criticism is problematised with reference to its
suitability for application to online works in order to develop a
comprehensive ePoetry rhetoric that explores not only what is being said,
but also crucially how it is being said. Theories of translation are also used
as a context in which to analyse the transposition of poetry from analogue
to digital. This framework then forms the basis for a study that explores
the move from print to pixel by analysing qualitative ePoet interviews as
well as their corresponding ePoems. This is done through an examination
of the translation process from analogue to digital within the context of
Holmes (1994) translation theories. In particular this chapter also looks
at the impact that interactivity and the digital environment have on the
traditional characteristics of poetry as proposed by Orr (1996), such as
story, structure, music, and imagination and how this impacts on poetic
expression. This chapter then concludes that as the movement from paper
to pixel has expanded the possibility for poetic expression, so too has it

expanded the scope for undermining such expression.
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Chapter 4

1. Introduction

Currently the pervasiveness of digital technology and access to the Internet
means there exists online a wealth of digital poetry or ePoetry 